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1. INTRODUCTION

1.1. OVERVIEW

Workspace is compact e-commerce platform with open API’s and agile development capabilities.
It includes out-of-the-box the most important features required to build and run professional
cross-channel commerce solutions like B2C web shops, mobile stores and B2B ordering systems.

Over 200 major e-commerce sites are powered by Smilehouse Workspace. Workspace enables
incorporating e-commerce functionality to heterogeneous IT architectures thanks to open API’s and
support for both stand-alone and integrated solutions. For web shop customers it provides web shop
functionality both via themed XHTML interfaces and portal architecture.

Theerme 2: Theme 2.
Shop-in-Shap Theme 3.
— Mobile
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Figure 1: Workspace

Workspace can be integrated to any back-end system by using its Back-end API. Also support to
single-sign-on solutions, portal architecture and advanced mobile solutions is available via included
Front-end API. Developing custom functionality for complete adaptability is enabled using Extensions API
and Workspace SDK.

Compared to other solutions, Workspace cross-channel commerce platform provides:

flexible themed e-commerce front-end

agile development and custom functionality capabilities

open back-end and front-end integration capabilities

short time to market thanks to vast out-of-the-box functionality & ready-made basic shop
support for heterogeneous IT architectures

compact and straightforward solution to install, implement and develop

= =] =] = =] =

This document is targeted for partners, developers and CIO’s interested in Workspace technology,
architecture, security and other technical issues.
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1.2. SCOPE

Workspace is targeted to mid-size enterprises (revenues 30 — 1000 M€, online sales 0 — 100 M€)
operating both international and domestic B2C/B2B online business. Flexible licensing model enables also
smaller organizations to utilize Workspace as their e-commerce platform.

Workspace is specially targeted to companies seeking compact and open platform that enables both
integrations to their numerous back-end systems and agile & device-independent front-end
development.

Compared to high-end enterprise e-commerce platforms like Hybris, IBM and ATG, it is more compact
and straightforward with considerably lower TCO.

9 Typical Workspace Standard Saa$ installation (incl. license + maintenance + hosting + support)
costs average 19.000 € annually with 40 — 80 working day implementation project.

9 Typical Workspace Enterprise Saa$ installation (incl. license + maintenance + hosting + support)
costs average 54.000 € annually with 100 — 200 working day implementation project.

Workspace does not include all e-commerce features imaginable but on the contrary creates extremely
focused e-commerce front-end layer on top of existing IT systems and processes.

Workspace also both enables and encourages merchants to utilize the best-of-breed add-on tools and
services to create truly agile cross-channel commerce solutions with reasonable development costs.
Typically 3™ party solutions are used for example for Ul scripting, PIM&PCM, UGC & forums, customer
profiling, marketing automation, customer support and analytics.

1.3. PLATFORM

Workspace is easy to install and can run on a 100% open source platform. Using for example Linux,
Tomcat and MySQL enables building scalable e-commerce solutions with low TCO. Also commercial
platforms and clustered environments are supported. Workspace is based on J2EE architecture and is
continuously developed and supported by Smilehouse.

Workspace provides easy-to-use administration interface for the merchant. Through this web-based
administration interface the merchant can manage content, configure the web shop layout and

functionality and run the day-to-day business activities. Workspace administration Interface offers a
language choice of English, Finnish, Estonian, German, Dutch, Russian, Swedish, Spanish and French.

Security plays an important role within e-business. Workspace has been thoroughly tested by
independent auditors to ensure a high level of application security. Security testing is also a standard part
of its software development process.

ADDRESS PHONE & FAX INTERNET
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1.4. DIFFERENT EDITIONS

There are seven different Workspace Editions serving the needs of different user groups.

- Standard Lite is targeted for small companies with no integration requirements

- Standard is targeted for SME’s that require scalability and back-end integrations

- Standard Multistore is targeted for SME’s that in addition to integration requirements have multiple
business units with unique needs and processes

- Enterprise is targeted for corporations that are after scalable e-commerce functionality to be
integrated to their current IT-architecture

- Enterprise Multistore is targeted for corporations that in addition to integration requirements have
multiple business units and/or companies with unique needs and processes

- Enterprise for SAP and Enterprise Multistore for SAP are normal Enterprise editions but they also
include ready-made integration components to various SAP versions.

1.5. PRICING

Information about the differences between editions and detailed pricing data can found in “Workspace
Editions and pricing” document.

All Workspace Editions can be purchased contacting Smilehouse Sales: e-mail: sales@smilehouse.com
phone: +358 9 25 122 120.

Workspace Software is delivered via downloadable media. After confirmed payment, also physical
medium (CD) and License confirmation are delivered via traditional mail.

1.6. SUPPORT AND MAINTENANCE

Workspace licenses are sold with obligatory maintenance agreement. Annual maintenance cost is 20% of
the license fee.

Maintenance agreement includes:

- Theright to download and install software updates for selected license
- APl and SDK documentation according to license
- Notifications of software updates available

Workspace license owners have free right to choose in-house team or any third party for
implementation, hosting and support of Workspace powered e-commerce solutions.

Customer specific solution support, hosting agreements and service level agreements are agreed
separately.

ADDRESS PHONE & FAX INTERNET
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1.7. NECESSARY SKILLS

1.7.1. Installation and hosting
For installation and hosting of Workspace, basic knowledge of databases, server side software and

application hosting is required.

A system administrator with some experience on required platform software (listed in chapter 7) should
be able to install Workspace easily.

For evaluation purposes, it should take about 1-2 hours to install and configure the database (MySQL),
Java 2 Standard Edition, a servlet container (Tomcat) and Workspace to a single server.

Additional information can be found from “Implementation documentation / Installation guide”. See
chapter 11 for additional information about Workspace documentation.

1.7.2. Web shop implementation
For configuring Web shop graphics and features at least some experience in web design is required.

Workspace provides easy-to-use yet powerful admin tools (Admin & LiveEdit) for managing the shop's
features, layout and graphics.

Also, for experienced users Workspace provides direct access to Web shop templates and files without
the need to use the WYSIWYG-editor.

Additional i nf or ma mplementattoadocuntertatién g Desigder of wriode " .
11 for additional information about Workspace documentation.

1.7.3. Integrations and customer specific development

For developing integrations and custom functionality using the provided API's and SDK, knowledge about
Java, XML, REST and integration tools are required. Integration and customer specific development
capabilities of Workspace are discussed in chapter 6.

Additional i nf or mabevelopargwciache "b.e $oai nah & ptoer “11
about Workspace documentation.

1.7.4. Merchant and day-to-day operations

For managing web shop content, product data, customer data, order information, payment settings and
delivery options no special skills are needed. All functionality for day-to-day operations is available via
Workspace admin interface.

f

See

(o]

Addi tional i nf or maMerchant & Suppart dbcemerftodion'n.d See@ mc Hapt er

additional information about Workspace documentation.
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2. TECHNICAL OVERVIEW

2.1. ARCHITECTURE

Workspace software has seven main interfaces. Two browser-based interfaces for users and five
software API's for back-end and front-end integrations. In addition Workspace includes object-oriented
database design for relevant data and e-commerce functionality as separate modules.

i ™y
3 B ™y
Webshop ] [ant-end API ] [F‘GWHGW AP m
\ S B

w
~ &
Admin E-commerce Fun:tinnalig @
. p - 3
- - v
'.\. Dircders -‘J |_‘¥ Custamen _/.I - -,
- N Databases
I: Marksting ] | |
b | LiveEdit c— e ol ol alls ol ol
“ Payments Froduri Cirdar &
& = = = |
\ F N \, A
# %
Back-end AP ] E’ayment Provider AP
', y
b A

Figure 2: Workspace architecture

2.2. USER INTERFACES

For users, the application uses browser-based interfaces to enable secure use of the software through

the internet, regardless of the user's location. The browser-based interfaces in Workspace are separated
into two main parts:

T Web shop (Online store) itself which can be either open to all visitors or also require
customer registration/login. A single web shop can have multiple themes (interfaces) with

different functionality, content and Ul. Included core functionality is discussed in chapter
4.2.

1 Administration Interface (Admin and LiveEdit) can be accessed only by authorized
personnel (the Merchant & chosen 3" party developers) and is used for building and
managing the Web shop. The Administration Interface is divided into multiple application
modules which can be independently activated based on the company needs. Included
functionality is discussed in chapter 4.4.

ADDRESS PHONE & FAX INTERNET
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23.{hC¢2! w9 !tLQf

For system integrations, Workspace includes five interfaces. The interfaces are discussed more
thoroughly in chapter 6.

T

Back-end APl is a standard web services APl and is used to connect Workspace databases
to any back-end systems or 3rd party services. It enables transferring product, order,
customer and pricing data.

Front-end APl is a REST API using JSON notation. It enables adding Workspace
functionality and databases (e.g. SSO / customer login, shopping cart, product data, order
process) to portal layer or other web sites. It also enables connecting both web shop
customer authentication and admin interface authentication to external IDM systems
using for example CAS and OpenSSO.

PGW/IGW API enables accessing the supported payment systems in Workspace from any
3" party e-commerce solution.

Extensions API is a Java APl that enables using custom extensions (Plug-ins and
components) for custom functionality. These extensions are developed using Workspace
SDK / Developer guide.

Payment Provider APl enables connecting new payment systems and services to
Workspace without the need to core software development by Smilehouse. Note:
payment systems connected via Payment Provider API are not available via PGW API.

ADDRESS

PHONE & FAX INTERNET
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2.4. CUSTOMER SPECIFIC DEVELOPMENT

Workspace brings extensive e-commerce functionality out-of-the-box and these can be quite freely
configured based on merchant needs.

However, especially in larger implementations customer specific development work is needed to achieve
total compliance to merchant processes and functional requirements. Workspace is very open and agile
in nature and it enables developing customer specific code in different layers.

2.4.1. Ul-layer (Designer Guide)

Workspace brings themed web shop interface that can be managed through editing template files
directly or using web based LiveEdit tool. Each theme consists of multiple XHTML templates that can be
fully configured to match merchant needs. See chapter 4.3 and Designer Guide for more info.

2.4.2. Velocity Layer (Developer guide/SDK)

Themes (XHTML-templates) in Ul-layer access Workspace database and core functionality using Velocity-
components. In addition to Workspace core components and additional components available,
developers can build their own Velocity components to create new functionality. Combining custom
Velocity components to custom themes enables developing very advanced customer specific
functionality to web shop. See Developer Guide / SDK for more info.

2.4.3. Integration APl:s

Workspace APIs enable building custom integrations both to Workspace database (Back-end API) and
features (Front-end API). Using these API’s its easy and safe to connect Workspace to existing IT-systems
and web sites using any desired EAI / integration tool. See chapter 6 and Integrator Guide for more info.

2.4.4. Core software

Core software in Workspace includes all API’s, core web shop components and administration interfaces.
Core software is developed and maintained by Smilehouse. Developing new features to core software is
done in close co-operation with major Workspace clients.

2.5. CORE SOFTWARE DEVELOPMENT

Workspace is continuously developed and support by Smilehouse. There are 1-2 new releases annually.
Maintenance agreement includes the right to download and install software updates for selected license.

Major releases include new functionality to Workspace core. In development we focus on areas that
enhance Workspace core values: flexible multi channel front-end, agile development capabilities, vast
back-end and front-end integration capabilities and ready-made e-commerce specific functionality.

Workspace powered e-commerce solutions are always upgradeable to the latest version. This is achieved
using only the provided API’s when developing integrations and using SDK when developing custom
functionality.

ADDRESS PHONE & FAX INTERNET
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3. WORKSPACE AND CORPORATE IT ARCHITECTURE

This chapter describes how Workspace integrates to existing corporate IT and web architecture. In brief,
Workspace is very open in nature and its API’s enable comprehensive integrations to heterogeneous IT
systems. Typically there are four different types of integration needs:

- Integrations to single sign-on (SSO) solutions

- Front-end integrations to CMS and portal solutions

- Back-end integrations to corporate ERP, Financials and other systems
- Back-end integrations to 3™ party solutions

There are two main API’s in Workspace used for these integrations. Front-end APl is used to add
Workspace functionality and databases to portal layer or other web sites. It also enables connecting
Workspace authentication to external IDM and access management. Back-end API is used to connect
Workspace databases to any back-end systems or 3rd party solutions. See figure 3 below.

Therme & Theme &: ~
Theme1: Shop-in-Shop  7reme s B2B - Portal [ Extrermnal web site:
B2C “““| Mobile LifeRay, MOSS, EPiServer
P

BE -----n;

& &)

—LJ--------

PIM CEM Suppliers
Figure 3: Web shop and corporate IT architecture
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3.1. CUSTOMER ACCESS MANAGEMENT AND SINGLE SIGN-ON

The objective of single sign-on (SSO) is to allow users access to all corporate web sites from one logon. An
IDM system provides a unified mechanism to manage the authentication of users and implement
business rules determining user access to applications and data.

The business benefits of SSO solutions usually include improved customer satisfaction, lower support
requests, simplified administration and centralized user security.

Workspace Front-end API enables connecting both web shop customer authentication and admin
interface authentication to external IDM systems using for example CAS and OpenSSO.

This way the included authentication functionality in Workspace is replaced by external system. Should
this SSO integration only provide authentication service, additional back-end integration to CRM solution
is usually implemented for customer data.

The Front-end APl is discussed more thoroughly in chapter 6.

3.2. FRONT-END INTEGRATIONS AND PORTAL ARCHITECTURE

Workspace web shop supports a vast number of themes. In brief, using themes one can build multi
channel, multi-layered and segmented e-commerce solutions. Multiple themes can be simultaneously
active.

However, in addition to web shop, companies usually already have multiple websites like corporate web
sites, large portal solutions, customer extranets and marketing sites. Popular software used to implement
and run these sites include MOSS, Liferay, Drupal, Joomla, Alfresco, eZ Publish, WordPress and other
CMS/Portal solutions.

There typically is a need to include web shop functionality to these sites. To achieve this, there are two
basic levels of these front-end integrations.

3.2.1. Different sites with GUI and SSO integration

In this scenario web shop and other sites are implemented as different sites with possibly different
technology platform. All sites generate their own GUI and are accessed in different URL:s.

However, a solid customer experience can be achieved by using a centralized SSO solution for customer
registration and login. Also the sites can use common CSS and HTML files to ensure uniform look and
feel.

Even if the web shop and other sites are using different platforms, they can be fairly easily integrated to
create one uniform web solution from customers’ point of view.
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3.2.2. Portal integration

Portal architecture is used when there is a requirement to gather multiple business applications to one
customer interface. Popular portal solutions are for example Liferay, MOSS and EPiServer.

Usually portal layer is responsible of user access, access rights and segmentation and site rendering. The
business applications below (like web shop, cms, reporting and erp) only communicate to the portal
layer, not directly to customer’s browser. The communication between business applications and portal
layer is implemented using different type of API’s.

In Smilehouse Workspace the Front-end API enables using Workspace as a business application and to
provide e-commerce features and functionality to portal solution. See figure 4 below.

Product groups and
e
Frontpage and Shopping cart Checkout-
Iandir'\)g Sages Pyrchase Product sea?v;\h and Shopping and%?degrs process
\ history faceted browsing cart process

User data

Campaignsand \

pricing \

Figure 4: Web shop portal integration

As customers only access the portal layer and its look and feel, portal solution is one uniform web
solution even if there are multiple business applications beneath it.

Also hybrid model can be implemented. In this case the basic e-commerce functionality (e.g.
browse/search products, shopping cart) is implemented in portal but for example the order check-out

process in web shop GUI.

The Front-end APl is discussed more thoroughly in chapter 6.
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3.3. BACK-END INTEGRATIONS

Workspace Back-end API is used to connect Workspace databases to any back-end systems. Typically
these systems are ERP, financial and logistics solutions. Integrations include product, pricing, order and
customer data.

Back-end integrations can be developed both as point-to-point integrations using timed batch transfer
and more advanced real-time integrations using separate EAl or MQ layers. In typical heterogeneous IT
systems, both types are usually used based on need and back-end capability. See figure 5 below.

The Back-end API is discussed more thoroughly in chapter 6.
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Figure 5: Back-end integrations
ADDRESS PHONE & FAX INTERNET
Itdlahdenkatu 22 A +358 -9-25122 10 www: www.smilehouse.fi

00210 Helsinki, FINLAND +358 -9-25122 119 e-mail: info@smilehouse.fi



SMILEHOUSE — WORKSPACE WHITEPAPER PAGE 16/58

3.4. ADDITIONAL E-COMMERCE SOLUTIONS

In addition to corporate back-end systems there typically are other 3" party solutions and services that
require integrations. Workspace Back-end APl is also used to connect Workspace databases to these
services. See figure 6 below.

3.4.1. Product Data Management

Especially marketing related product data is usually not included in ERP solution. Even if Workspace does
include simple tools for the merchant to add and manage marketing related product data, there might be
a need for an external PIM/PCM solution for multi-channel product content management.

These PCM solutions (for example Canter Adeona and Hybris PCM) enable advanced and automated
processes to create, manage and distribute product data to multiple channels. For example pricing data
and product codes are typically integrated directly from ERP to Workspace but more advanced marketing
material from PCM to Workspace.

Workspace Back-end API is used to integrate these solutions to Workspace database. From Workspace
database all product data is available for customers through the web shop themes and Front-end API.

3.4.2. Customer Experience Management & Marketing automation

Typically CRM solutions do not include advanced marketing tools. And even if Workspace does include
tools for coupons, campaigns and marketing, there might be a need for external marketing automation
solution for advanced and automated profiling and out-bound marketing processes.

These marketing automation solutions (for example Avail, Itella CEM, Infor CRM Epiphany and Neolane)
use customer and order data to automate marketing activities in multiple channels.

Workspace Back-end APl is used to integrate these solutions to Workspace database.

3.4.3. Supplier Network Integration

Many e-retailers have the need for vast selection of products. However, there is no need for all products
to be owned by retailer them self.

Workspace Back-end API can be used to integrate multiple supplier partners using direct integrations to
suppliers or through a supplier hub. Typically product data and order confirmations are integrated from
suppliers to e-retailer and order data to suppliers.
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Figure 6: Additional e-commerce solutions
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4. FEATURES & FUNCTIONALITY

4.1. GENERAL FEATURES

This chapter describes the basic features and functionality of Workspace. It includes out-of-the-box all
the features and functionality required to build and run professional multi channel e-commerce solutions
like B2C web shops, online stores and B2B ordering systems.

A typical installation includes web shop for customers, admin interface for merchant and required

integrations to corporate back-end systems and 3" party solutions. See figure 7 below.
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4.2. BASIC E-COMMERCE FUNCTIONALITY

For customers the web shop includes all basic features expected form e-commerce solution, including:

- Product catalog with vast product information and related files

- Advanced search functionality, product group filters and support for faceted browsing

- Customer / Customer group specific themes and product selection

- Customer / Customer group specific pricing, campaigns and coupons

- Cross-sell / Up-sell functionality, product packages, giveaways

- Shopping cart

- Checkout process with 30+ payment systems

- Login / Registration

- For registered customers: profile information, wish list, saveable shopping cart, order history

-3¢ party services & tools

A basic installation of Workspace includes basic web shop that can be used as a platform for customer
specific configurations and Ul development.
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4.3. WEB SHOP LOOK AND FEEL

Workspace provides flexible themed e-commerce front-end. For configuring Web shop graphics and
features Workspace provides easy-to-use LiveEdit tool (WYSIWYG-editor). For experienced users
Workspace also provides direct access to Web shop template files without the need to use LiveEdit.

Themes are used to create web shop look and feel. Using themes it is easy to create fully customized web
shops. A theme consists of multiple pages. Each page consists of ready-made functionality components,
fully customizable XHTML 1.1 templates and resource files. In addition to XHTML, also HTML 4.01 and
HTML5 are supported.

' Workspace web shop templates also support Workspace Variables (for example
“Sproduct_itemcodeS”). Because of this adding dynamic 3" party content and services (for
example Google Analytics, Snoobi, AddThis, Facebook) to the web shop and using popular
JavaScript tools (for example jQuery, jQuery Mobile, Lightbox, etc.) for advanced features is
straightforward and easy.

I Themes also enable search engine optimization (SEQ). This is achieved through clean URL’s,
dynamic meta tags and page content and fully valid XHTML code.

A vast number of themes can be run simultaneously. Every theme can have for example its own
language, look and feel, product data selection and functionality. Other use cases for themes include:

Theme optimized for mobile browsers, handset specific apps or touch screens
Shop-in-shop functionality, campaign pages and micro sites

Building separate interface for public web shop and registered customers
Show product prices and extended product data only to registered customers
Building separate interfaces for different customer groups

O O O O O O

Own shops for partners and resellers

In addition to consumer customer segmentation, themes are used to build B2B solutions. Each business
customer group can have its own theme with personalized product selection, product data, pricing and
functionality.

For editing both web shop content and look&feel, Workspace provides LiveEdit —tool. It can be accessed
by one or more merchant users. Superuser can create and modify other user accounts. Each user account
can have separate user privileges.

LiveEdit provides for example

0 File manager: edit, upload, copy/paste files and folders
Manage web shop look and feel: Edit web shop Ul template files
Manage web shop functionality: Edit velocity components
Create and manage landing pages, shop-in-shops and other theme shops
WYSIWYG-editor for live web shop content editing
Manage web shop pictures and banners

O O O O 0O ©

Browse web shop as a selected customer
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4.4. BACK-END ADMINISTRATION

In Addition to LiveEdit, Workspace provides also Admin tool for back-end operations and configurations.
Admin is used configure web shop processes and operate daily business routines.

Admin can be accessed by one or more merchant users. Superuser can create and modify other user
accounts. Each user account can have separate user privileges.

Admin is divided into 6 modules:
System: user management, user privileges and other web shop settings

Products: product data management, cross-sell, VAT-settings

Orders: order listing and management, order communication, workflow, CSV-export
Customers: customer listing and management, communication, group settings, CSV-export
Marketing: web shop statistics, discount coupons, group e-mails, campaign management

= =4 —a -8 A

Payment & Shipping: manage available payment and delivery options

Admin modules include all basic features expected form e-commerce back-end, including:

4.4.1. Product and information management

- Manage product groups, virtual groups, product templates
- Manage product pricing

- Manage product information and cross-sell / up-sell links

- Manage web shop content, pictures and files

- Import / export product data

4.4.2. Marketing

- Manage campaigns, coupons, product promotions, product packages and giveaways
- Support for Google Analytics, Snoobi and Omniture

- Personalized e-mail marketing

- Import / export customer and order data

4.4.3. Logistics & Payments

- Manage web shop configurations and automated work flow
- Configure logistics and payment services
- Manage e-mail, order confirmation and error templates

- Manage order statuses and tracking numbers

4.4.4. Customer service

- Create users and orders manually

- Manage web shop order data

- Manage web shop customer data

- Import / export customer and order data
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4.5. ADDITIONAL COMPONENTS

These components are developed and supported by Smilehouse. New additional components can be
developed by Smilehouse and 3™ party developers. They are available free of charge or for additional
charge.

4.5.1. LiveSearch

Powerful search engine for advanced search functionalities, product groups filtering and faceted
search/browsing.

4.5.2. Livelntelligence

Component to add intelligent product suggestions to product group, product page and shopping basket
based on customer session browsing, their purchase history and purchase history of all customers.

4.5.3. LiveOClI

Component to enable OCI/PunchOut support in B2B web shops.

4.5.4. Facebook / Google (OpenID) login

Component to enable Facebook and Google (OpenlID) login to web shop

4.6. OTHER TOOLS & SERVICES

d . . . .

There are many 3™ party solutions available to build advanced e-commerce solutions. As Workspace
e-commerce platform focuses on core e-commerce functionality, these tools, services and solutions can
be used for larger implementations.

Typical 3" party solutions:

- Ul tools & scripts: jQuery, LightBox, etc.

- PIM/PCM: Canter, Hybris PCM, Shoppa

- UGC: BazaarVoice, Disqus, Facebook

- Marketing: Avail, Neolane, Infor CRM Epiphany
- Customer support: OTRS, Kayako, LivePerson

- Analytics: Google, Snoobi
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5. INTERNATIONAL ECOMMERCE & MULTILANGUAGE SUPPORT

5.1. INTERNATIONAL E-COMMERCE

More and more companies sell products to consumers and business customers all over the World. From
e-commerce solutions point of view, the functional requirements for international commerce are divided
to four main segments. These are language, taxation, logistics & payments and marketing.

Workspace Standard supports international e-commerce in all these segments. The basic configuration is
that each target country, area or language is implemented as a separate theme. However Admin, web
shop database and primary currency are the same in all Themes.

5.1.1. Language support

By using multiple themes, a single Workspace Standard installation can be used to create a web shop
with multiple languages. All web shop themes can use different language. Smilehouse Workspace uses
the UTF-8 / UTF-16 encoding so many languages work fine with it by default.

In addition to web shop language support, the Admin interface can also be used in many languages.
Admin currently supports English, Spanish, Finnish, Estonian, German, Dutch, French, Swedish, Russian
and Vietnamese languages in the Administration Interface. Java resource bundles are used for the
language support, so adding further languages is possible.

5.1.2. Taxation

Workspace provides ready-made functionality to create multiple Tax areas. Order taxation is calculated
automatically based on customer given country information and tax area/category settings.

5.1.3. Logistics, Delivery & Payment options

Workspace provides ready-made functionality to create multiple delivery options with automatic cost
calculations based on shopping cart weight and price. Delivery options available for customers can be
restricted in each Theme separately.

Workspace supports 30+ payment systems. Payment options available for customers can be restricted in
each Theme separately.

5.1.4. Marketing & Customer support

In addition to language, each web shop theme can have its unique product selection and special product
promotion groups. Product pricing can also vary in each theme. Message templates for group letters can
be implemented in many languages.

Also, as Workspace admin can be simultaneously used in many languages there can be multiple customer
support users using the same Admin in their own language.
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5.2. WORKSPACE MULTISTORE EDITIONS

For advanced global e-business we recommend using Workspace Standard Multistore and Workspace
Enterprise Multistore editions.
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Figure 8: Multistore

Compared to normal editions, Multistore adds the support for multiple back-ends. Multistore enables
running multiple unique Standard and Enterprise Edition stores with the ability to use selected common
components and databases in them.

In addition to common components, each store (e-commerce solution) can be separately integrated to
different back-end systems. Each store can function as a product catalog, B-to-C web shop or a B-to-B
ordering system.

Multistore editions enable companies to build dedicated e-commerce solutions for different business
units and/or country sites without the need to build completely separated platforms or hosting
environments.

The requirement for separated back-ends might be based on for example on privacy laws or the fact that
different country organizations need support for different currencies, have different ERP’s and/or other
back-end solutions.
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6. INTEGRATIONS AND EXTENSIBILITY

6.1. GENERAL INFORMATION

This chapter describes integration and extension capabilities of Workspace in basic level. In brief,
Workspace is very open and agile in nature. Via SDK it enables developing custom functionality and its
open API’s enable comprehensive integrations to heterogeneous IT systems.

For system integrations, Workspace includes five interfaces. In addition to providing these open API’s,
Smilehouse also provides free EAIl toolkit, OpenSyncro, for developing integrations. Also, Smilehouse
provides Workspace SDK for developing custom functionality to ensure complete adaptability.
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More specific information about integrations and extensions can be found from Integration Guide and
Developer documentation. See chapter 11 for more information.

6.2. BACK-END API

Back-end API, Workspace Open Interface, is a standard web services API for importing, updating and
exporting data in XML format. It enables transferring product, order, customer and pricing data.

Back-end APl is used to connect Workspace databases to any back-end systems or 3rd party services.
Typically these systems are ERP, financial and logistics solutions. Back-end APl can be accessed using
virtually any EAI tool like OpenSynro, Talend and Mule.

Back-end integrations can be developed both as point-to-point integrations using timed batch transfer
and more advanced real-time integrations using separate EAl or MQ layers. In typical heterogeneous IT
systems, both types are usually used based on need and back-end capability.

Workspace Back-end APl document contains examples of SOAP queries for retrieving and storing data,
the Open Interface WSDL description as well as the XML schemata of orders, customers and products.

Additional information can be found from “ B aetndkAPI” d o c Wawehapter.11 for additional
information about Workspace documentation.
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6.3. FRONT-END API

Workspace Front-end APl is a REST APl using JSON notation. The role of Workspace Front-end APl is to
enable adding Workspace functionality and data (e.g. SSO / customer login, shopping cart, product data,
and order process) to other web sites and/or portal layer.

Workspace can be used for example to provide product data, search, campaign and coupon
management, shopping cart and checkout processes to the portal. Also Workspace back-end API is
usually used to integrate product data to portal and order data back to ERP.

Front-end API enables building e-commerce enabled websites using popular portal/cms tools (e.g. MOSS,
Liferay, EPiServer, Drupal, Alfresco, and Joomla) as the front-end.

Front-end API also enables connecting web shop customer authentication and admin interface
authentication to external IDM systems using for example CAS and OpenSSO. This way the included
authentication functionality in Workspace is replaced by external system. Should this SSO integration
only provide authentication service, additional back-end integration to CRM solution is usually
implemented for customer data.

Addi tional i nf or mat i endAR"a nd obceu nfeonut n. t f&f edeitriomah”aFprt oenr t
information about Workspace documentation.

6.4. EXTENSION API

The Extensions API is Java API that enables using custom extensions (Java plug-ins and velocity
components) for custom functionality and adaptability. This functionality might include for example
developing customer specific OCl integrations to e-procurement systems. These extensions are
developed using Workspace SDK.

Additional information can be found in chapter 6.7 and f r oWorkspace SDK” document .11 See <cha
for additional information about Workspace documentation.

6.5. PAYMENT PROVIDER API

Payment provider APl enables connecting any payment service to web shop. It only requires PSP-specific
connector that can be developed and operated by merchant or PSP. Note: payment systems connected
via Payment Provider API are not available via PGW API.

Additional information can be  f 0 u n Haynfent RPravide! API” d oc ument . See chapter
additional information about Workspace documentation.
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6.6. PAYMENT & IDENTIFICATION GATEWAY API

Workspace can also be used as a Payment Gateway. PGW/IGW API enables accessing the built-in
Payment system and this way adding support to included payment systems to any 3rd party e-commerce
solution.

This Payment Gateway functionality is useful if you have existing e-commerce functionality and you want
to enable customers to pay using some of the built-in payment systems of Workspace.

In addition to payments, Workspace can also be used as an Identification Gateway. In this case all the
built-in identification system interfaces can be accessed through Identification Gateway API.

This Identification Gateway functionality is useful if you have existing e-commerce functionality and you
want to enable reliable customer identification using some of the built-in identifications of Workspace.
All built-in Finnish identification systems are based on TUPAS standard of the Finnish Banker's
Association.

Additional informati on c"and dcu mebmter.dl f& aedditional* P GW/ | GW
information about Workspace documentation.

6.7. WORKSPACE SDK / DEVELOPER GUIDE

No matter how versatile functionality the software has, there will always be customers who want some
part of it to work a bit differently. They might for example want the delivery costs of an order to be
calculated in some complicated way based on the ordered products or some special actions to be taken
on the event of receiving an order etc.

To enable custom functionality the Workspace Extensions API (plug-in and component framework) was
designed. Now when a customer wants something in Workspace - let's say the delivery cost calculation -
to function differently we turn this part of the software into a pluggable service. Workspace default
implementation now becomes the default plug-in which can be replaced by customized functionality
simply by installing a custom plug-in. These custom plug-ins are developed using Java or velocity.

Creating a new pluggable service and a custom plug-in for it requires of course roughly the same amount
of work than simply making a customized version of the software, but after this is done we can make as
many different plug-ins for the service as needed and the actual Workspace code won't have to be
touched anymore.

If someone else now wants the delivery costs to be calculated differently we can simply make a suitable
plug-in, send it to him and tell him to place it in the Workspace plug-in directory and then restart the
application server. Most features in Workspace can be modified using custom Java or velocity
components.

A

Addi tional i nf or ma Developar guida fWorkspacefSok™u ndlo d w menn t* .11 See c ha

for additional information about Workspace documentation.
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6.8. OPENSYNCRO SUPPORT FOR BACK-END API

Workspace Back-end API can be accessed using virtually any EAI tool. However, for developing
integrations Smilehouse also provides free EAI toolkit, OpenSyncro.

Smilehouse OpenSyncro (www.opensyncro.org) is web-based application integration tool with reusable
Java components for data transfers and data conversions. OpenSyncro connects to the standard
Workspace Back-end API. It enables basic ETL (Extract-Transform-Load) functionality.

CRM

ERP

FINANCIAL

Figure 10: OpenSyncro

OpenSyncro comes with built-in generic data transfer components for Workspace Back-end API, FTP and
local file system as well as data conversion components for XML transformations (XSLT), CSV table to
XML and a generic ASCIl to XML converter based on regular expressions.

This selection of OpenSyncro components makes it pretty easy to get started with integrations; for
example importing product data to Workspace from a CSV table may be accomplished in a couple of
hours by a person with some experience in XSLT programming.

Additional information can be found from OpenSyncro Whitepaper. See chapter 11 for additional
information about OpenSyncro documentation or visit www.opensyncro.orq for download.
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6.8.1. OpenSyncro integration components

OpenSyncro has ready-made integration components to major business applications such as SAP R/3, SAP
ECC 6.0, MS Dynamics NAV and AX, Solteq Merx, Solteq Tekso, Fujitsu StoreCENTER, Sonet, Fenix, JD
Edwards, Nova, HansaWorld, Compiere and many in-house systems.

A combination of pre-tested and reusable Java components for data transfers and data conversions is
called a Connector Pack. By using these preconfigured components and tested functionality, it is possible
to integrate a business application to Workspace more quickly and easily.

Especially for SAP, there are ready-made and reusable OpenSyncro integration components.

SAP R/3: Integration components mostly access SAP R/3 BAPI with little or no ABAP customizations
required. For developing SAP integrations the required BAPI functions are enabled as webservices. This
enables developing initial integration prototypes. These integration components are already available:

- Customer info (incl. customer structure and credit limit) [SAP R/3 -> Workspace]
- Product data [SAP R/3 -> Workspace]

- Product data (using PRICAT) [SAP R/3 -> Workspace]

- Real-time customer specific price check [SAP R/3 ->Workspace]

- Real-time stock level check [SAP R/3 -> Workspace]

- Sales orders [Workspace -> SAP R/3]

- Sales orders (using IDOC) [Workspace -> SAP R/3]

SAP ECC 6.0: Integration components access SAP XI using IDoc files through FTP. Also migration tools are
available. These integration components are already available:

- Product data [SAP ECC 6.0 -> Workspace]

- Pricing data [SAP ECC 6.0 -> Workspace]

- Sales orders [Workspace -> SAP ECC 6.0]

- Sales order statuses [SAP ECC 6.0 -> Workspace]
- Payment statuses [Workspace -> SAP ECC 6.0]

SAP BI: Reports of sales orders in Workspace are transferred to SAP Bl in an EDIFACT derivative file
format.
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6.8.2. OpenSyncro business case

OpenSyncro is also very usable when building larger e-commerce solutions. An example use case:

- OpenSyncro extracts product and customer data from company ERP

- OpenSyncro loads product and customer data to Workspace powered e-commerce site

- The e-commerce site is used by consumers and smaller corporate customers. Orders made in this site

are integrated back to company ERP by OpenSyncro

- OpenSyncro also loads product data to larger corporate customers using for example XML or EDI

formats. Different data formats can be used for different corporate customers.

- Corporate customers can also place purchase orders. OpenSyncro can extract the orders for customers’

systems, transform the files to desired format and then load the orders to company ERP.
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Figure 11: OpenSyncro and ERP integrations
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7. PLATFORM COMPATIBILITY AND DEPLOYMENT OPTIONS

7.1. GENERAL

Workspace is based on J2EE architecture. Workspace is easy to install and can run on a 100% open source
platform. Using for example Linux, Tomcat and MySQL/PostgreSQL enables building scalable e-commerce
solutions with low TCO. Also commercial platforms and clustered environments are supported.

This section gives basic information about hosting environments and describes supported and
recommended platforms and browsers.

More information about installation and hosting Workspace in different environments, performance

guidelines and tuningc an be f doduwrsd afld @ami ‘on & chbbtesit formdyitiogall i d e ” . Sece
information about Workspace documentation.

7.2. SUPPORTED PLATFORMS

Smilehouse Workspace officially supports and requires the following server side software.

7.2.1. Operating System
Debian GNU/Linux (x86)

7.2.2. JVM
- SUNJava 1.6

7.2.3. Application Servers

Apache Tomcat 5.5.x

Apache Tomcat 6

7.2.4. Databases

Mysqgl 5.x
PostgreSQL 8.x
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7.3. SCALABILITY

Depending of the hosting and capacity requirements, Workspace can be installed to different type of
servers. In brief, Smilehouse Workspace is well optimized and requires only moderate server capacity to
serve large number of users.

A small virtual server can be used for small web shops with less than 5.000 daily visitors. More powerful
virtual servers can be used to power web shops up to 20.000 daily visitors. Dedicated servers are usually
used in web shops serving +20.000 daily users. Naturally high-end server clusters are used for larger
shops (more than 100.000 daily visitors) and to reach high availability and fail-safe requirements.

For performance and capacity sizing calculations, a typical consumer customer spends 6 minutes in a web
shop. During this time he or she loads approximately 12 pages, one every 30 seconds. 10% of daily

visitors occur in busiest hour of the day. Page load times should always be less than 2 seconds.

See figure 12 for example of hosting infrastructure capable of serving 20.000+ visitors / day.

Customers Workspﬁ Admin
F

OpenSynera

Application + DB server
. . - Workspace Web shop
irewall Firepvall Workspace Admin

Linux, Tomeat, Java, MySQL
2 CPUcore

[L ::Q‘j' 4GB RAM
i 2*Bo GEHD

App + DB

5

Figure 12: Single server hosting infrastructure

A mid-size dedicated server installation includes:
- 2 xIntel Xeon 3 GHz processor

- 4 GBDDRRAM

- 2x80GBSCSI HD (RAID-1)

- 100 Mbps LAN

- Linux, MySQL, Java 1.6, Tomcat 6

This type of server installation supports
- 100.000+ products

- 100.000+ registered customers
- 1.000.000+ orders
- 20.000+ visitors / day (200 concurrent customers, 7 page loads/s)
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See figure 13 for example of hosting infrastructure capable of serving 100.000+ visitors / day.
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Figure 13: Clustered hosting infrastructure

A mid-size server cluster installation includes:
- 2xProxy & Load balancing server

- 2 x Application server
- 1xServer for Admin and OpenSyncro integrations
- 2 x Database server

This type of server installation supports
- 1.000.000+ products

- 1.000.000+ registered customers
- 1.000.000+ orders

2 * Database server
s Linux, MySOL

s DBreplication and load
balancing software

»  zCPUcore

*  LGBRAM
300 GB HD

- 100.000+ visitors / day (1000 concurrent customers, 35 page loads/s)

ADDRESS
Itdlahdenkatu 22 A
00210 Helsinki, FINLAND

PHONE & FAX
+358 -9-2512210
+358 -9-25122 119

INTERNET

www: www.smilehouse.fi
e-mail: info@smilehouse.fi



SMILEHOUSE — WORKSPACE WHITEPAPER PAGE 33/58

7.4. OTHER PLATFORMS

Although not officially supported, our clients have also used in production environments the following
configurations:

7.4.1. Operating Systems

- Redhat Linux (x86)

- SUN Solaris (sparc, x86)

- Windows 2000, 2003, XP, Vista
- MacOSX

7.4.2. VM
- SUNJava 1.5.x

7.4.3. Application Servers
- JBoss 4.0

- Resin

- IBM Websphere

- BEA Weblogic

7.4.4. Databases

- Oracle

- MSsQL
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7.5. SUPPORTED BROWSERS

Smilehouse Workspace (Admin, LiveEdit and Web shop basic installation) has been tested with the
following browsers:
- Microsoft Internet Explorer (from IE 7)

- Mozilla Firefox
- Safari

- Opera

- Chrome

All interfaces require the following browser options:
- Cookies

- SSL (if configured in the application server)

Admin and LiveEdit Interfaces also require the following browser options:
- JavaScript

- SSL (if configured in the application server)
- Windows popup blocker should be disabled
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8. PAYMENT INTERFACES

8.1. GENERAL

Workspace has ready-made integrations to many payment systems. The Merchant can activate and
manage supported payment systems used in the web shop through “Payments” module in administration
interface. Also, new systems can be added using Payment Provider API.

Generally the payment process in Workspace includes sending a payment request to the payment service
provider (PSP) or bank. The request includes all the information concerning the Workspace merchant and
the customer's order. Customer will then be redirected to the PSP's/bank's payment request
identification form.

Account transfer from the customer's account to that of the Workspace merchant's account is typically
immediate and instantly visible among the Workspace merchant's transactions.

After a successful identification and account transfer, the customer and transaction information, typically
protected by a MD5 or SHA hash code is transmitted back to Workspace. Workspace checks the integrity
of received information using the hash code and some additional parameters returned from bank.

Order will be cancelled, if payment information, including customer's order, received from the bank
doesn't match the order in progress in Workspace, otherwise order status in Workspace is set to “Paid”.
Within payment process also transaction created for every single order. Transaction gives detailed
information about ordering process and order statuses.

Workspace does not store any credit card or other secure payment information in any situation. M

8.2. INTERNATIONAL PAYMENT SYSTEMS

International payment systems listed below are supported by Workspace. Merchant needs to have
agreements with selected PSP’s. After that, merchant can activate the payment systems through
Workspace admin.

PayPal

Google Checkout
Ogone

DIBS Payment Window
ClickandBuy
2CheckOut

ChronoPay

ITransact

= =4 4 4 -4 -8 & -8 -9

Klarna
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8.3. FINLAND

Finnish payment systems listed below are supported by Workspace. Merchant needs to have agreements
with selected PSP’s. Merchant can activate the payment systems through Workspace admin after
agreement.

= =4 -4 4 -4 -8 a8 -8 -8 -8 -9 -9 -2 -2 -9

Luottokunta credit card payment (MasterCard, Visa, Visa Electron and Amex)

Nordea e-payment

Sampo Web Payment Service
OKO bank web payment
Sp/Pop, Aktia Web payment
Handelsbanken
Alandsbanken

Sonera Web Payment Service
Tapiola

Nordea Nettiluotto

S-pankki

Lindorff

Klarna

Maksuturva

Suomen Verkkomaksut

8.4. ESTONIA

Estonian payment systems listed below are supported by Workspace. Merchant needs to have
agreements with selected PSP’s. Merchant can activate the payment systems through Workspace admin
after agreement.

= =4 4 -4 -8 -2

Hansabank Banklink
SEB Eesti Uhispank
Sampo Banklink
Krediidipank i-bank
Nordea e-payment
Estcard

8.5. LATVIA

Latvian payment systems listed below are supported by Workspace. Merchant needs to have agreements
with selected PSP’s. Merchant can activate the payment systems through Workspace admin after

agreement.
 Hansabanka
Nordea e-payment

ADDRESS
Itdlahdenkatu 22 A
00210 Helsinki, FINLAND

PHONE & FAX
+358 -9-2512210
+358 -9-25122 119

INTERNET
www: www.smilehouse.fi
e-mail: info@smilehouse.fi



SMILEHOUSE — WORKSPACE WHITEPAPER PAGE 37/58

8.6. SWEDEN

Swedish payment systems listed below are supported by Workspace. Merchant needs to have
agreements with selected PSP’s. Merchant can activate the payment systems through Workspace admin
after agreement.

{ Handelsbanken
f Nordea e-payment

8.7. DENMARK

Danish payment systems listed below are supported by Workspace. Merchant needs to have agreements
with selected PSP’s. Merchant can activate the payment systems through Workspace admin after
agreement.

I Nordea e-payment
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9. SECURITY CONSIDERATIONS

9.1. GENERAL

Many security issues have been addressed in the development of Workspace. Sufficient security in web
applications is difficult to implement and it is impossible to confirm that all security issues have been
properly addressed in any application, including ours.

We have tested for multiple known security issues in Workspace ourselves and implemented protection
for these issues. Instead of solely trusting our own judgment we have also evaluated our product with an
independent security consulting agency.

9.2. SECURITY TESTING

To evaluate the security of Workspace we have employed consulting from an independent security
consulting agency which offers both Web application and System level security evaluations.

Security evaluations are a continuous process and we do a lot of co-operation with security experts to
ensure that our applications and deployments are secure as possible.

9.3. ADDRESSED ISSUES

9.3.1. Session management

Session identifiers are kept in cookies. Session identifiers are always transferred via cookies to prevent
them leaking via referrer urls or bookmarks.

Secure session identifiers. Workspace doesn't generate its own session identifiers but delegates that
responsibility to its application server. Although the solutions security then depends on the application
server's security, it usually provides stronger session identifiers than homegrown solutions because
application servers go through much scrutiny by their large user base.

9.3.2. Authentication and authorization

User and Role based authorization. Workspace uses a popular and proven Role based authorization
scheme.

Single point of entry. The Workspace Administration Interface authentication implements a single point
of entry which enables easier evaluation of authentication's correctness.

Password based authentication. Users are authenticated via passwords.

Optional IP restrictions support. Access to the Administration Interface and to the Web shop can also be
restricted via IP restrictions.
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9.3.3. Privacy considerations

Caching disabled. Pages served by Workspace have http-headers that tell browsers to disable caching of
the pages. This somewhat decreases the risk of having private pages stored on a public computer's
browser cache.

Passwords aren't stored, only their checksums. Workspace doesn't store the customer’s or user's
password. It only stores an SHA checksum of the password that can be used to check that the user has
given the same password as previously. The stored checksum generally cannot be used to retrieve or
reassemble the password.

Credit card information is not available

Workspace online payment system integrations have been implemented in ways that the buyer's private
payment information (credit card numbers etc) is not available to Workspace at any time. The buyer
always supplies this kind of information directly to the payment solution.

9.3.4. Other addressed issues

Cross-site scripting prevention. Cross-site scripting has been identified as a security threat and
Workspace has gone through multiple evaluations regarding cross-site scripting in different situations.
For example all information given by the user is escaped in order to prevent hijacking of the
Administration Interface.

Buffer overflows. Buffer overflows are not likely to happen on the Java platform and Workspace doesn't
include any native extensions that would increase the likelihood of buffer overflows.

SQL Injection. SQL Injection has also been identified as a security threat and it is prevented
systematically throughout the software, by using PreparedStatements (or an equal method) in most
places and by escaping input manually with a library method where the previously mentioned techniques
aren't used but user input is involved.

9.4. PLATFORM SECURITY SUPPORT

Note that general system security issues should also be addressed, such as updating security fixes,
auditing user access, using a well-configured firewall and secure passwords, checking log files, etc.

9.4.1. SSL enabling

SSL should always be enabled for the Administration Interface. See your application server instructions
for configuring SSL support. We also recommend using SSL for the web shop too.

9.4.2. Java Sandbox and Workspace security policy

Java Security policy descriptions can be created to externally restrict Workspace's access to the system.
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10. WORKSPACE DATA MODEL

10.1. DATA MODEL

Workspace contains three main business objects: Products, Orders and Customers. Of course there are
many supporting objects relating to these concepts and many other objects relating to other system
services. Here only the main objects are introduced to illustrate business information stored by the
system. Below is a figure that shows the main objects and their associations.

Product l Order | Customer |
ProductG Ord
roductoroup * raer 0.r 0.1 | Customer .
+ Parent : ProductGrou 30 4 + items [1.7] : Basket + : /‘E"
+ Position : int v + anawers [0..%] : OrderAnawer + + CustomerGroup
Hierarchy + questions [0..7] : OrderQuestiohy 4
+ Children : int -
0=
+ 0.1
1.7
0.* Basket + +
Product + productld : Produgt = =
+ M *
+ parentGroup : ProductGro LE A" CustomerQuestion CustomerAnawe
+ position : int 0.1 11 i
[ : OrderQuestion Ord e rAname
L VAR ISR v
Question Ananwer
0.*

Figure 14: Workspace business objects and associations diagram

10.2. PRODUCTS

Products are contained in ProductGroups which are organized in a hierarchy. Each Product has its own
unique ItemCode.

The analogy of a file system is pretty close, ProductGroups are folders and Products are files. Products
and ProductGroups can be copied or transferred to different ProductGroups. Also links to Products can
be created in multiple ProductGroups.

One difference to a regular file system is that Products and ProductGroups always have a definitive order
specified by a position attribute. The order can be changed manually or by tools that sort the positions
according to some attribute, e.g. a product's price.

ProductGroups hierarchy is based on a Parent-Child relationship where each ProductGroup contains a list
of its children (other ProductGroup objects) and possibly a parent. In this hierarchy leaf nodes don't have
any children and root nodes don't have a Parent. Products can belong to multiple ProductGroups and a
ProductGroup can have only a single parent. Thus in the file system analogy the Product package
supports links.

ADDRESS PHONE & FAX INTERNET
Itdlahdenkatu 22 A +358 -9-25122 10 www: www.smilehouse.fi
00210 Helsinki, FINLAND +358 -9-25122 119 e-mail: info@smilehouse.fi



SMILEHOUSE — WORKSPACE WHITEPAPER PAGE 41/58

10.3. ORDERS

Order contains items which represent the ordered Products. An item is represented by a Basket object. A
Basket object is created when a customer adds a product to the shopping cart in the Web shop.

The Product's most important information like itemcode, product name, chosen product variation and
determined price are copied to the Basket object on creation. These details are omitted from the
diagram and are better explained in the Product Pricing Scheme chapter.

An Order also contains information asked from the buyer during the order process. This information is
contained in a group of related Question and Answer objects. The Questions are specified in the
Administration interface and contain predefined Question types like the 'Payment method'-question.
Also custom Question types are supported.

This type of data model was chosen to implement the order information in a very customizable and
extensible way.

An Order can also contain a reference to a Customer who made the order. This reference is created
automatically if the Customer was logged in to the shop when he/she made the Order. The reference can
also be added manually in the Administration Interface.

Each Order is connected to Payment Transaction, created during the ordering process.

10.4. CUSTOMERS

Customers represent identified users of the Web shop. Customers have usernames and passwords by
which they identify themselves in the shop. Customer information is represented in the same way as
Order information by Question and Answer pairs. The Customer and Order Questions can also overlap so
when the Customer creates an Order, his/her Order information is automatically filled.

Customers can belong to multiple CustomerGroups but only one of those groups is the customer's
primary CustomerGroup. CustomerGroup can specify a shop theme that will be used for the Customer
(and is accessible only to the Customers belonging to the CustomerGroup if the theme is set as password
protected).

CustomerGroup can also specify a PriceGroup that will be used when determining the Product prices for
a customer that belongs to the CustomerGroup. PriceGroups are used to specify discounts to a set of
Customers. More information about this is in the Product Pricing Scheme chapter.

ADDRESS PHONE & FAX INTERNET
Itdlahdenkatu 22 A +358 -9-25122 10 www: www.smilehouse.fi
00210 Helsinki, FINLAND +358 -9-25122 119 e-mail: info@smilehouse.fi



SMILEHOUSE — WORKSPACE WHITEPAPER PAGE 42/58

10.5. PRODUCT PRICING SCHEME

Products have a price attribute that defines the Product's default price. The default price is used in
situations when there are no PriceRules to apply. PriceRules are a way to implement different pricing of
Products in different situations.

A PriceRule can change the default price by:
1) Overriding the default price with a new price. e.g. 154
2) Adding or subtracting a static amount from the default price. e.g. -15, +34

3) Adding or subtracting a percentage of the default price. e.g. -10%

ProductVariator-object is responsible for determining which PriceRules apply and therefore determines
the Product's price in different situations. The input used by the ProductVariator is the Product Ordered
Amount, possibly a Customer object and possibly the selected options from the Product.

Customer object can belong to a CustomerGroup and the CustomerGroup can specify a PriceGroup that
should be used with the Customer. If a customer is known the ProductVariator applies the specified
PriceGroup's PriceRule to the Product's default price.

Also the chosen options can affect the price when the user is adding the Product to the Basket. Products
can have ProductOptions (such as size) and each ProductOption can have multiple predefined Choices
(like S,M,L,XL). Each of these Choices is represented by a ProductOptionChoice object. A choice can
specify a PriceRule, for example size S jeans could be given a 10% discount.

Contract pricing feature makes it possible to set overriding price rules for customers or customer groups
on a product basis. It is possible to e.g. set different product prices or discounts for each customer.

Also quantity based PriceRules can be appended. The PriceRule is applied, when the amount of products
ordered is equal to or greater than the quantity threshold.

On an addToBasketAction the ProductVariator uses the chosenOptions as input to possibly apply the
PriceRules related to the choices.

A ProductOptionChoice can also override the Product's itemcode and contain a separate
inventoryAmount. This way a group of products can be represented by a single Product-object in the
Web shop.

The order in which pricing rules are appended is following:
1. Contract pricing rules

2. Product Pricegroup rules

3. Product option PriceRules

4. Quantity based PriceRules
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Below is a diagram showing objects and associations related to the pricing of Products.
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Figure 15: Product Pricing Scheme diagram
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10.6. ORDERING PROCESS IN THE WORKSPACE SYSTEM

Below is an UML Activity diagram of the ordering process in the Workspace system. Note that order's
handling and payment statuses are fully customizable and their functionality described here is only the
default functionality used in a fresh Workspace installation.

3 o
Choose products from Websho
( . p_:r\ Wish to add more products

Add products to shopping cart \
Found products ( (The properties of the product “\/

K are attached)

( Remaowve product from shopping cart j

Wish to reduce products

Choose to purchase

- Y

Make order \\\ Send order information., »
{ Insert asked information, A _pprove order % To payment stage

choose the payment type)
pay ¥p Back

S/

Order information is
added to Workspace.
Order's handling status is received.

The announcement is sent to
the merchant by e-mail

A A

Figure 16: Choosing the products and ordering

The customer browses the Web shop products. When the customer finds a product he/she would like to
order, he/she can add the product to the shopping cart. If the Product has options, e.g. color, the chosen
options (e.g. green) are now attached to the item in the shopping cart and cannot be changed. The Items
can be removed from the shopping cart though and their amounts can also be changed.

When the customer chooses to purchase the contents of the shopping cart he/she moves to the order
form by pressing the button "order products". Here the customer fills the form with the required
information. Typically customer's name and postal information is asked and the type of payment and
delivery.

After sending the information asked in the ordering form the customer moves to an approving page.
Here the customer can see the information of the order and can return to change that information by
pressing the back button of the browser or approve the order and continue to the payment stage.
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When the customer approves the order, the system:

1) Creates a new order and new payment transaction related to the order.

2) Sends an order creation note to the customer's email address (customizable)

3) Sends an order notification to the merchant's email address (customizable)

4) Redirects the customer to the chosen payment service

The order is generated by using the information given in the order form and the contents of the shopping
cart. If the customer was logged in to the shop when the order was created the system also automatically

added the reference between the customer and the order. After the order has been created, its initial
handling status is 'Received' and the Payment status isn't set at all (default behavior, customizable).

ADDRESS PHONE & FAX INTERNET
Itdlahdenkatu 22 A +358 -9-25122 10 www: www.smilehouse.fi
00210 Helsinki, FINLAND +358 -9-25122 119 e-mail: info@smilehouse.fi



SMILEHOUSE — WORKSPACE WHITEPAPER PAGE 46/58

10.7. PAYMENT PROCESS IN THE WORKSPACE SYSTEM

After the order is created the customer is automatically directed to the chosen payment service. From
the payment service the system can basically receive two kinds of acknowledgments. If the payment is
approved the customer will be shown a thank you page and the order's payment status will be set to
Ilpaidll.

Below is an UML Activity diagram of the ordering process in the Workspace system. Note that order's
handling and payment statuses are fully customizable and their functionality described here is only the
default functionality used in a fresh Workspace installation.

. From ordering stage ils directed automatically)

Payment service

%

[Returns from payment sewice] [Returns from payment sewice) (Duesn't return from payment sewice.j

as paid as cancelled Order's payment status won't be set.

8.5 &6
Order's payment status set to Paid Order Cancelled

Figure 17: Payment process

Automatic email messages can also be sent when the payment is accepted. If the payment is canceled
the order handling and payment statuses change to "canceled" and the system hides the order. The
information of the order is still stored in the system's database for the case a payment interface
malfunctions, but usually this information isn't required. The order canceled page is shown to the
customer.

Payment Transactions management provides detailed information about every order made, included
canceled ones. It is also possible, that the system doesn't receive any acknowledgement from the
payment service. This happens if the customer doesn't return from the payment service with the link
provided in the payment service.

Reason for this can be customer's low experience related to online payment systems or some other
unexpected situation, like the customer's browser crashing. In this case the system doesn't get any
information of the payment state, so the payment status stays empty. The Administration interface
includes a feature that can be used to check the payment status related to an order with a push of a
button (if the order's chosen online payment system supports this feature).
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11. DOCUMENTATION

Smilehouse provides extensive documentation to ease evaluation, implementation and hosting of
Workspace powered e-commerce solutions. The documentation is divided into 5 segments.

11.1. GENERAL DOCUMENTATION

General documentation provides information about Workspace architecture, technology, features and
future development. Its main role is to provide sufficient information for technology evaluation.

General Format Location

documentation

Whitepaper PDF workspace.smilehouse.com
Targeted for partners, developers and CIO's interested in Workspace technology, architecture,
security, system requirements and other technical issues.

Editions & Pricing  PDF workspace.smilehouse.com
Describes pricing structure and functional differences between available Workspace Editions.

License PDF workspace.smilehouse.com
Workspace Commercial License affecting all Workspace Editions

Roadmap HTML workspace.smilehouse.com
Targeted for all stakeholders. Includes planned functionality for next 2-3 releases.

Change log HTML workspace.smilehouse.com
Targeted for all stakeholders. Includes change log and release notes of all previous versions.

Table 1: General documentation
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11.2. DEVELOPER DOCUMENTATION

Developer documentation provides information about Workspace API’s and SDK. It is mainly targeted to
developers who build Workspace integrations and custom extensions. It also provides additional
information for evaluation of integration and customization capabilities of Workspace.

Developer documentation Format Location

Back-end API PDF workspace.smilehouse.com

Former Open Interface API. Provides APl and example code for back-end integrations. These
consist of product, pricing, customer and order data integrations between corporate legacy
systems and Workspace databases.

Front-end API PDF workspace.smilehouse.com

Provides APl and example code for front-end integrations. Front-end integrations are used to
include web shop functionality and data to other websites, e.g. portal, customer service sites
and marketing web sites.

Payment Provider API PDF workspace.smilehouse.com
Provides APl and example code for Payment integrations. Using Payment Provider API support
for new payment systems can be added to web shop.

PGW / IGW API PDF workspace.smilehouse.com
APl describing how the payment and identification solutions integrated to Workspace can also
be accessed from any 3™ party e-commerce solution.

Developer guide / SDK PDF workspace.smilehouse.com
Provides documents and example code to build custom Workspace Extensions (e.g. Java plug-
ins and velocity components) and how to activate them using Extension API.

Table 2: Developer documentation
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11.3. IMPLEMENTATION DOCUMENTATION

Implementation guides provide information for different phases and different target groups when
implementing Workspace powered e-commerce solutions. Documentation is targeted to site builders,
designers, integration developers and hosting provides to help them to install, build and support
Workspace powered e-commerce solutions.

Implementation guides Format Location

Designer guide PDF workspace.smilehouse.com
Guide and best practices for web & service designers. Discusses template design, using Ajax
and other issues related to site building and Ul development.

Integration Guide PDF workspace.smilehouse.com
Provides general guidelines for developers on what API to select in different situations. Also
performance and support guidelines are discussed.

Installation Guide HTML workspace.smilehouse.com

Guide is part of Workspace Manual. It includes guide for Workspace installation and
upgrading. Some sizing guidelines are also discussed in Whitepaper.

How-i 2 Q& HTML workspace.smilehouse.com
Tips, Tricks and How-to documents on web shop design, site management and using 3" party
scripts and services.

Downloadable resources HTML workspace.smilehouse.com
List of downloadable themes, graphics, example codes, extensions and templates to be used in
Workspace implementations.

Table 3: Implementation guides
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11.4. MERCHANT & SUPPORT DOCUMENTATION

All documentation targeted for merchants to support their daily business routines and support requests.

Merchant & Support Format Location

Workspace Manual PDF workspace.smilehouse.com

Manual (also included in admin interface as HTML) describing all merchant features included
in admin interface.

FAQ HTML workspace.smilehouse.com

Frequently asked questions related to web shop management and e-commerce processes.

Known issues HTML workspace.smilehouse.com

List of knows bugs, issues and non-existent features and functionality.

Table 4: Merchant & support documentation
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11.5. OPENSYNCRO DOCUMENTATION

Documentation provides information about OpenSyncro architecture, technology, features and future
development. Its main role is to provide sufficient information for technology evaluation and solution
development.

OpenSyncro Format Location

Whitepaper PDF WWW.0PEeNsyncro.org

Targeted for partners, developers and CTO's interested in OpenSyncro technology.

OpenSyncro Manual PDF WWW.0PEeNnsyncro.org

Manual, also included in admin interface as HTML.

Roadmap HTML WWW.0Pensyncro.org

Targeted for all stakeholders. Includes planned functionality for next 2-3 releases.

Change log HTML WWW.0PEeNsyNncro.org

Targeted for all stakeholders. Includes change log and release notes of all previous versions.

Downloadable resources HTML WWW.opensyncro.org

List of downloadable ETL-components.

Table 5: OpenSyncro documentation
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12. 3RD PARTY ELEMENTS

Workspace distribution contains the following 3rd party libraries.

Sun JavaBeans Activation Framework (JAF)

File: activation-1.0.2.jar

License: Sun Microsystems, Inc. Binary Code License Agreement
Version: 1.0.2

URL: http://java.sun.com/products/javabeans/glasgow/jaf.html
Description: Library required by Sun's JavaMail API.

ANTLR parser generator

File:antlr-2.7.6.jar

License:BSD License

Version:2.7.6

URL:http://www.antlr.org/

Description: Language tool that provides a framework for constructing recognizers, compilers, and
translators from grammatical descriptions.

ASM bytecode library

Files: asm-attrs.jar, asm.jar

Licence: BSD Licence

Version: unknown

URL: http://asm.objectweb.org/

Description: Java bytecode manipulation framework required by the Hibernate.

Hansa bank's Banklink API

File: banklink-1.4.1.jar

License:

Version: 1.4.1

URL: http://w.hansa.ee/est/pangalink/banklink_1_4_1.zip
Description: Payment interface for the estonian Hansa bank.

C3P0 JDBC connection pooling library

File: c3p0-0.9.1.jar

License: LGPL

Version: 0.9.1

URL: http://sourceforge.net/projects/c3p0

Description: JDBC Connection pooling library used by the Hibernate

CGLIB Code Generation Library

File: cglib-full-2.1.3.jar

License: Apache License, Version 2.0, January 2004, http://www.apache.org/licenses/
Version: 2.1.3

URL: http://cglib.sourceforge.net

Description: Required by the Hibernate library for dynamic code generation.

Jakarta Commons Collections

File: commons-collections-3.2.1.jar

License: Apache License, Version 2.0, January 2004, http://www.apache.org/licenses/
Version: 3.2.1

URL: http://jakarta.apache.org/commons/collections/

Description: Required by the Hibernate library for efficient handling of data structures.
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Jakarta Commons Logging

File: commons-logging-1.0.4.jar

License: Apache License, Version 2.0, January 2004, http://www.apache.org/licenses/
Version: 1.0.4

URL: http://jakarta.apache.org/commons/logging/

Description: Required by the Hibernate library for logging.

Jakarta Commons Codec

File: commons-codec-1.3.jar

License: Apache License, Version 2.0, January 2004, http://www.apache.org/licenses/

Version: 1.3

URL: http://jakarta.apache.org/commons/codec/

Description: Commons Codec provides implementations of common encoders and decoders such as
Baseb64, Hex, Phonetic and URLs.

dom4j

File: dom4j-1.6.1.jar

License: BSD style license, http://dom4j.org/license.html

Version: 1.6.1

URL: http://dom4j.org

Description: Required by the Hibernate library for reading xml configuration files.

DynAPI

File: dynapi-2.5.6.tar.gz

License: LGPL

Version: 2.5.6

URL: http://dynapi.sourceforge.net/dynapi/

Description: Used for creating dropdown-menus in the Administration Interface.

Apache ECS Element Construction Set

File: ecs-1.4.1.jar

License: Apache License, Version 2.0, January 2004, http://www.apache.org/licenses/
Version: 1.4.1

URL: http://jakarta.apache.org/ecs/index.html

Description: Used for creating pages in the Administration Interface.

EHCache Easy Hibernate Cache

File: ehcache-1.2.3.jar

License: The Apache Software License, Version 1.1
Version: 1.2.3

URL: http://ehcache.sourceforge.net/

Description: Required by the Hibernate library for caching.

Enterprise Distributed Technologies FTP library

File: ftp.jar

License: LGPL

Version: 1.2.1

URL: http://www.enterprisedt.com/products/edtftpj/
Description: Used for copying files by FTP.
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Hibernate

File: hibernate-3.2.5.ga.jar

License: LGPL

Version: 3.2.5.ga

URL: http://www.hibernate.org

Description: Used for persisting java objects to the database.

Apache Logging Services

File:logdj-1.2.15.jar

License: Apache License, Version 2.0, January 2004, http://www.apache.org/licenses/
Version:1.2.15

URL:http://logging.apache.org/log4j/docs/

Description: Log4j is used for creating log information of Workspace.

Libraries from Sun Java Web Services Developer Pack (JWSDP) with updated

SAAJ library

File: jaxrpc-api.jar, jaxrpc-impl.jar, jaxrpc-spi.jar, jax-gname.jar, Fastinfoset.jar,
jsrl73_api.jar, saaj-api.jar, saaj-impl.jar

Version: JWSDP 1.6, SAAJ 1.3

License: Sun Microsystems, Inc. Binary Code License Agreement. BEA Reference
Implementation License (JSR173). SAAJ library has dual license consisting of CDDL
v1.0 and GPL v2 (https://glassfish.dev.java.net/public/CDDL+GPL.html).

URL: https://jax-rpc.dev.java.net/, https://saaj.dev.java.net/

Description: Libraries from the Sun's Java Web Services Developer Pack

JFreeChart

File: jfreechart.jar

License: LGPL

Version: 0.5.6

URL: http://www.jfree.org/jfreechart/

Description: Used for drawing statistics charts in the Administration Interface.

Sun's Java Transaction API

File: jta.jar

License: Sun Microsystems, Inc. Binary Code License Agreement

Version: unknown

URL: http://java.sun.com/products/jta/

Description: Required by the Hibernate library for supporting transactions.

Sun's JavaMail API

File: javamail-1.3.2.jar

License: Sun Microsystems, Inc. Binary Code License Agreement
Version: 1.3.2

URL: http://java.sun.com/products/javamail/

Description: Used for sending email.

Apache Lucene

File: lucene-core-1.9.1.jar

License: Apache License, Version 2.0, January 2004, http://www.apache.org/licenses/
Version: 1.9.1

URL: http://lucene.apache.org/java/docs/

Description: High-performance, full-featured text search engine library.
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Jason Pell's MultipartRequest library

File: multipartrequest-1.30rcl.jar

License: LGPL

Version: 1.30rcl

URL: http://www.geocities.com/jasonpell/programs.html
Description: Used for uploading files to the Administration Interface.

ODMG API

File: odmg-3.0.jar

License: http://www.odmg.org

Version: 3.0

URL: http://www.odmg.org

Description: Specification used by the Hibernate library for supporting the standard for storing objects.

Tiny Moxiecode Content Editor

File: tinymce_2_0_8.zip

License: LGPL

Version: 2.0.8

URL: http://tinymce.moxiecode.com/

Description: TinyMCE is a platform independent web based JavaScript/HTML WYSIWYG editor.

Xerces2 Java Parser

File: xerceslmpl.jar, xml-apis.jar

License: Apache License, Version 2.0, January 2004, http://www.apache.org/licenses/
Version: 2.71

URL: http://xml.apache.org/xerces2-j/

Description: Used for XSL transformations.

Prototype JavaScript framework

File: sse.html/lib/prototype/prototype.js

License: MIT-style license, http://www.apache.org/licenses/
Version: 1.5.0_rc0

URL: http://prototype.conio.net/

Description: Used by script.aculo.us javascript package

scriptaculous-js

File: sse.html/lib/scriptaculous/

License: MIT-style license, http://www.apache.org/licenses/

Version: 1.6.1

URL: http://script.aculo.us

Description: Used for drag & drop behavior in administration interface

Axis

File: axis.jar

License: Apache License, Version 2.0, January 2004, http://www.apache.org/licenses/
Version: 1.4

URL: http://ws.apache.org/axis/

Description: Used in SOAP-based payment system integrations.
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Commons discovery

File: commons-discovery-0.2.jar

License: Apache License, Version 2.0, January 2004, http://www.apache.org/licenses/
Version: 0.2

URL: http://commons.apache.org/discovery/

Description: library required by the Axis

WSDL4)

File: wsdl4j-1.5.1.jar

License: Common Public Licence

Version: 1.5.1

URL: http://sourceforge.net/projects/wsdl4j
Description: library required by the Axis

EmailAddress

File: sakuracms-emailaddress.jar

License: GNU Lesser General Public License, version 2.1, http://www.gnu.org/licenses/old-licenses/Igpl-
2.1.html

Copyright: Les Hazlewood

URL: http://www.leshazlewood.com/?p=23

Description: library required for validating e-mail address format as specified in the RFC 2822.

Apache XML-RPC

Files: xmrlrpc-common-3.1.1.jar, xmlrpc-client-3.1.1.jar

Version: 3.1.1

License: Apache Software License, Version 2.0

Copyright: Apache Software Foundation

URL: http://ws.apache.org/xmlrpc/

Description: Apache XML-RPC is a Java implementation of XML-RPC, a popular protocol that uses XML
over HTTP to implement remote procedure calls.

Apache WS Common Utilities

Files: ws-commons-util-1.0.2.jar

Version: 1.0.2

License: Apache Software License, Version 2.0

Copyright: Apache Software Foundation

URL: http://ws.apache.org/commons/util/index.html

Description: This is a small collection of utility classes, that allow high performance XML processing
based on SAX.

Liquibase

Files: liquibase-1.9.1.jar

Version: 1.9.1

License: http://www.gnu.org/licenses/old-licenses/Igpl-2.1.html
URL: http://www.liquibase.org/

Description: Liquibase is used for database upgrades.
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DbUnit Framework

Files: dbunit-2.4.4.jar

Version: 2.4.4

License: GNU Lesser General Public License, Version 2.1, http://dbunit.sourceforge.net/license.html

URL: http://dbunit.sourceforge.net/

Description: DbUnit is a JUnit extension (also usable from Ant) targeted for database-driven projects
that, among other things, puts your database into a known state between test runs. This is an excellent
way to avoid the myriad of problems that can occur when one test case corrupts the database and causes
subsequent tests to fail or exacerbate the damage.

Apache Commons Chain

File: commons-chain-1.2.jar

License: Apache License, Version 2.0, January 2004, http://www.apache.org/licenses/
Version: 1.2

URL: http://commons.apache.org/chain/

Description: Chain of Responsibility pattern implemention.

Apache Commons Lang

File: commons-lang-2.4.jar

License: Apache License, Version 2.0, January 2004, http://www.apache.org/licenses/
Version: 2.4

URL: http://commons.apache.org/lang/

Description: Provides extra functionality for classes in java.lang.

Apache Velocity

File: velocity-1.6.2.jar

License: Apache License, Version 2.0, January 2004, http://www.apache.org/licenses/
Version: 1.6.2

URL: http://velocity.apache.org/

Description: Velocity template engine.

Apache Velocity Tools

File: velocity-tools-generic-1.4.jar

License: Apache License, Version 2.0, January 2004, http://www.apache.org/licenses/
Version: 1.4

URL: http://velocity.apache.org/

Description: Tools for Velocity template engine.

Jakarta Commons HTTP Client

File: commons-httpclient-3.0.jar

License: Apache License, Version 2.0, January 2004, http://www.apache.org/licenses/
Version: 3.0

URL: http://hc.apache.org/httpclient-3.x/

Description: HTTP/1.1 compliant HTTP agent implementation

JSON in Java

File: json.jar (Compiled from source code by Smilehouse)

License: JSON License, http://www.json.org/license.html

URL: http://www.json.org/java/

Description: Library to convert data between Java and JSON notation.
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JSON in JavaScript

File: json2.js

License: Public domain

URL: http://www.json.org/java/

Description: Library to convert data between Java and JSON notation.

Simple Logging Facade for Java

File: slf4j-api-1.5.0.jar, slf4j-log4j12-1.5.0.jar

License: MIT License

Version: 1.5.0

URL: http://www.slf4j.org/

Description: The Simple Logging Facade for Java or (SLF4J) serves as a simple facade or abstraction for
various logging frameworks, e.g.

java.util.logging, log4j and logback, allowing the end user to plug in the desired logging framework at
deployment time.

Snowball Analyzer

File: snowball-snowballanalyzer.jar (Compiled from source code by

Smilehouse)

License: http://www.opensource.org/licenses/bsd-license.html

URL: http://snowball.tartarus.org/

Description: Snowball is a small string processing language designed for creating stemming algorithms for
use in Information Retrieval. Compiled from source code by Smilehouse.

Snowball Finnish Stemmer

File: snowball-finnish-stemmer.jar (Compiled from source code by Smilehouse)
License: http://www.opensource.org/licenses/bsd-license.html

URL: http://snowball.tartarus.org/

Description: Finnish Stemmer for Snowball.

jQuery

File: jquery-1.3.min.js, jquery-1.3.2.min.js

License: MIT License / GPL

Version: 1.3, 1.3.2

URL: http://jquery.com/

Description: General cross-browser JavaScript library.
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